
 
 

CASE HISTORY – LOST IN THE 
POST 
 

 
 

Data Loss by Government Department leaves 25 million exposed to identify fraud. 
 
In November 2007 the head of the government agency HM Revenue and Customs (HMRC) 
resigned, and the Prime Minister made an apology in Parliament after it was revealed that the 
personal details of 25 million people had been ‘lost in the post’. The lost data included the 
name, address, date of birth, National Insurance number and bank details of those in receipt of 
child benefit. 
 
Subsequent investigations into the incident revealed the following timeline: 
 
MARCH 2007 
To complete an audit on child benefits the National Audit Office (NAO) made a request for data 
from HMRC.  
 
In an effort to ensure full co-operation, Officers within HMRC decided to provide NAO with a full 
and complete copy of the entire child benefits database. This was more than had been 
requested but it was judged to be too difficult and too costly to remove the data that was not 
required. The amount of data also meant that it was too large to email over the secure system 
and so the decision was made to copy the data onto two discs and to post the discs to the NAO 
using the internal post system operated on behalf of HMRC by TNT.   
 
All of those involved in this transaction were at a relatively junior level. The actions were in 
contravention of a number of existing policies and procedures on data security, but none of 
those involved were aware of these.   
 
The investigation revealed that some of those involved did voice unease regarding the amount of 
data and the security of the method of transfer, but these concerns were never taken to a more 
senior level and went unresolved.  
 
The discs arrived safely and in the course of time they were safely returned and destroyed. The 
significance of the events in March was that they set a precedent.   
 
 
18 OCTOBER 2007 
Child benefit data was again requested and again sent to the NAO by a junior official, using the 
HMRC internal post system. The package, which contained two discs, held details of 25 million 
individuals, including their name, address, date of birth, National Insurance number and where 
applicable bank details.  
 
The package was not recorded or registered. The discs were password protected but not 
encrypted.  
 
They failed to arrive. 
 
24 OCTOBER 2007  
The NAO informs HMRC it has not received the package.  
 
It is thought it may have been delayed by the postal strikes or by the NAO's recent office move. 
As a result, the failure to arrive is not reported at this time, it is still hoped the discs will turn 
up.  
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A second package containing another copy of the database on 2 discs is sent, but because the 
NAO now need this urgently, this package is sent by registered post. It arrives safely. 
 
 
8 NOVEMBER 2007 
Senior HMRC management are informed that the 18 October package is missing. 
 
 
10 NOVEMBER 2007  
Alistair Darling, the Chancellor of the Exchequer, is informed and tells Prime Minister Gordon 
Brown. Mr Darling orders an immediate investigation and searches of all premises where the 
package might be, as well as action to ensure it does not happen again. 
 
 
14 NOVEMBER 2007 
The Chancellor decides the HMRC searches have failed and tells HMRC chairman Paul Gray to call 
in the Metropolitan Police. He also seeks the advice of the Financial Services Authority and 
Serious Organised Crime Agency, while banks are alerted by HMRC. 
 
 
20 NOVEMBER 2007 
Mr Gray, the Head of HMRC, resigns following an announcement that Mr Darling is to make a 
statement to the House of Commons. The chancellor outlines what has happened and announces 
an investigation of HMRC's security procedures by PricewaterhouseCoopers alongside the 
Independent Police Complaints Commission, which monitors the HMRC. 
 
 
21 NOVEMBER 2007 
Prime Minister Gordon Brown apologises for the "inconvenience and worries" caused and orders 
security checks on all government departments. HMRC writes to seven million families to 
reassure them that the missing data is "likely to still be on government property". 
 
 
25 JUNE 2008  
The loss of the discs was "entirely avoidable," a report by PWC concludes.  
 
It blames serious flaws in the management structure at HMRC, poor communication and low 
morale.  
 
Chancellor Alistair Darling accepts its findings and promises reform.  
 
A separate report, by the Independent Police Complaints Commission, highlights "woefully 
inadequate" processes and a "muddle-through" culture at HMRC in which staff were not properly 
trained in data security.  
 
 
To date the discs have never been found.  
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Points to discuss: 
 

1. What are the main risk management failings apparent in this case history?   
 

2. What does this case history suggest about the risk culture within HMRC at the time of this 
incident?  

 
3. This happened in 2007 – Could a similar event arise today?  

 
4. What are the implications for data security from remote/home working?   

 
 
Source:  
•‘Review of information security at HM Revenue and Customs – Final report’ Kieran Poynter 2008. 
•‘HMRC, Washington – IPCC independent investigation report into loss of data relating to Child benefit’, IPCC 2008. 
•Various BBC news items.  

 


